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KEY CAPABILITIES

¢ Risk Management Framework (RMF) Implementation
e eMASS Package Development & Management

¢ Information System Security Officer (ISSO) Support

¢ Information System Security Manager (ISSM) Support
¢ ATO package development and maintenance

¢ Continuous Monitoring (ConMon)

e POA&M Development, Cleanup, Tracking & Remediation
e NIST SP 800-53 (Rev. 4 & Rev. 5) Compliance

o DISA STIG Implementation & Validation

o Security Control Assessment (SCA Support)

o Cloud Security & Compliance (AWS/Hybrid)

e Vulnerability Management and remediation support

e Patch Management and compliance validation

e Defense-in-Depth (DiD) Security Strategies

o Cybersecurity policy and documentation development

UNIQUE ABILITY

e Veteran-Owned Firm

o Secret Security Clearance Active

e Experienced in RMF and ATO in Federal environment
e Auditable documentation and compliance oriented

e Fast turnaround in providing cyber security outputs

¢ Knowledge of the DoD cyber security environment

ABOUT COMPANY

e Type of Firm: Single Member LLC

e Veteran Owned: 100%

e Physical Location: Winchester, VA

o Active Security Clearance: Individual Secret
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NAICS CODES

o 541512(Primary) - Computer Systems Design Services

o 541511 - Custom Computer Programming Services

e 541519 - Other Computer Related Services

o 541690 - Other Scientific & Technical Consulting Services

PSC CODES

e DJO01 - Cybersecurity and Compliance Support
e DFO1 - IT Management Support

e R425 - Engineering/Technical Support

e R408 - Program Management Support

PERFORMANCE HISTORY

o Federal cybersecurity compliance support

¢ RMF documentation preparation and ATO support services

¢ Vulnerability management and STIG compliance support

¢ Risk Management Framework (RMF) | NIST SP 800-53Rev 4/5 | CNSSI 1253
|DoDI 85101.01

e Security Authorization Packages: SSP, SAP, SAR, POA&M, RAR,ConMon plans.

e Compliance & Auditing: FedRAMP, FISMA, STIG/SRG

CONTACT INFORMATION
Daniel Kwofie

Owner

@ info@dkcybersecuritytech.com

daniel@dkcybersecuritytech.com

978-962-8470
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